
CONG HOA XA HOI CHU NGHIA VItT NAM 
WO 14p — Tty do — H4nh phtic 

Ha NOi, ngay 15 Mang 12 nam 2017 

BOYTE 
Cl1C CONG NGHt THONG TIN 

Si:) 629  /CNTT-CSHT 
V/v phat hien, ngan char ma d'Oc " ciao" 

tien do bat hop phdp 

Kinh 
- Cac Vu, Cue, Tang cue, Van phong BO, Thanh tra BO; 
- Cac don vi trvc thuOc BO Y te; 
- So Y to cac tinh, thanh ph6 trvc thuOc Trung uang. 

Ngay 15/11/2017, Trung tam Ung ciru khan cap may tinh Viet Nam CO 

cong van s6 383/VNCERT-DPU'C giri BO Y t6 v6 viec phat hien, ngan chin ma 
dOc dao khai thac tien ao bat hop phap Coinhive An minh teen cac website. Khi 
nguai (king truy cap vao trang web, thu vien ma Coinhive duac to d'Ong chat' 
tren may tinh nguai dung duaid4ng tien ich mo rOng hoac true tiep trong trinh 
duyet nham muc dich dao tien ao Bitcoin, Monero... bang each sir dung trai 

phep tai nguyen nguai dung (CPU, o cirng, b0 	va giri ve vi dien tir cua 

tin tac, 

Can cur tren not dung cong van ten, Cue C6ng nghe th6ng tin de nghi cac 
don vi thuc hien khan cap cac ding viec sau: 

1. D6i vai Quan tri website: 

- Kiern tra, ra soat ma ngu6n de phat hien cac ma duvc chen vao. Dau 

hieu nhan biet g6m cac tir khoa trong ma ngu6n website "coinhive.com", 

"coinhive", "coin-hive", "coinhive.min.js", "authedmine. corn", authedmine.minj 

s."coinhive","coin-hive","coinhive.min.js","authedmine.com", 

authedmine.min.js. 

- Neu phat hien website bi chen cac ma khai thac nhu da neu tren, can ra 
soat va kiem tra lai 18 Ong tren may chu, 18 hang tren website, kiem tra cac tai 

khoan bi 10 lot co guy& thay d6i ma ngu6n, nham khac phuc 18 Ong bi Ioi 

dung. 

2. D6i voi quan tri mpg: Trien khai cac bien phap nham ngan chin viec 
chuy cac clop ma trai phdp "Coinhive" tren cac may tinh nhu sau: 

- Thuc hien giam sat va boc go xir ly teen cac may tinh trong mpg có 
xuAt hien cac IC& not den cac dia chi ten mien sau: afminer.com, coin-have.com, 



coinerra.com, coinhive.com, coinnebula.com, crypto-loot.com, hashforcash.us, 

jescoin.corn, ppoi.org, authedmine.com; 

- Sir dung Wang lira de ngan chan cac ket not ra cac dia chi sau: 

afminer.com,coin-have.com, coinerra.corn, coinhive.com, coinnebula.com, 

crypto-loot.com,hashforcash.us, jescoin.com, ppoi.org, authedmine.com; 

- Rd quet, kiem tra he thong de tim ra N/A loci bo cac doan ma có trong cac 
phan mem ma rOng "Add-on" cira trinh duyet web; 

- Khuyen nghi nguai dung cdi dat cac tien ich ma rOng: "No Coin 
Chrome" hay "minerBlock" doi vai Chrome; cdi OA "NoScripts" cho Firefox. 

3. Huang dan nguai dung kiem tra hieu suat sir dung CPU cila may tinh 
bang cac irng dung nhtx Windows Task Manager va Resource Monitor. Neu 
may tinh co dau hieu cham chap va kiem tra thay hieu suat sir dung CPU cua cac 
trinh duyet hoc tien ich ma roonngj cao thi CO the may tinh do da bi nfam 
Coinhive. Can thong bao gap cho Quan tri mang de xir ly 

4. Thuang xuyen kiem tra va quet cac 18 h8rig ton tai ten he th6ng de 

phat hien kip thai su xuat hien dm cac doan ma dOc hai. Trong truang hop phat 

hien ra to hling, lap tire trien khai bien phap khac phuc, cap nhat ban va bo sung 
va loai bo cac chuang trinh dOc hai da bi tin tac chen vao. 

5. Sau khi thi,rc hien, de nghi cac don vi bao cao tinh hinh lay nhiem va 
ket qua xir ly ( neu co) ve Cuc Cong nghe thOng tin de phi hop )(U.  ly. 

Xin tran trong cam an! 

Noi nhein: 
- Nha tren; 
- Tha twang Le Quang Ctrang 	b/c); 
- Cgc twang (de b/c); 
- Luu: VT, CSHT. 
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