BO Y TE CONG HOA XA HQI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Péc lip — Ty do — Hanh phiic
Sé: 629 /ICNTT-CSHT Ha Ngi, ngay |5 thang 1. ndm 2017
V/v phét hién, ngan chin ma doc “ dao”
tién 4o bat hop phéap

Kinh guri:
- Cac Vuy, Cuc, Téng cuc, Vian phong B§, Thanh tra B);
- Céc don vj tryc thuoe BO Y té;
- S& Y té cac tinh, thanh phd truc thudc Trung wong.

Ngay 15/11/2017, Trung tim tng ctru khin cdp mdy tinh Viét Nam c6
cong vin s 383/VNCERT-DPUC gui Bo Y té vé viéc phat hién, ngin chiin ma
doc dao khai thac tién ao bét hop phap Coinhive 4n minh trén céc website. Khi
ngudi dung truy cdp vao trang web, thu vién mad Coinhive dugc tu dong chay
trén méy tinh ngudi ding dudi dang tién ich mé rong hodc truc tiép trong trinh
duyét nham muc dich dao tién 4o Bitcoin, Monero... bing céch sir dung trai
phép tai nguyén ngudi dung (CPU, 6 cing, by nhé...) va gui vé vi dién tr cia
tin tic,

Can cir trén ndi dung cong vin trén, Cuc Cong nghé thong tin dé nghi cic
don vi thuc hién khan cz‘ip cac cOng viéc sau:

1. Do6i véi Quan tri website:

- Kiém tra, ra soat ma ngudn dé phat hién cdc ma dugc cheén vao. Dau
hiéu nhan biét gom céc tir khoa trong md ngudn website "coinhive.com",

"coinhive", "coin-hive", "coinhive.min.js", "authedmine. corn", authedmine.minj
nmn nn nn

s."coinhive","coin-hive","coinhive.min.js","authedmine.com",
authedmine.min.js.

- Néu phat hién website bi chén cdc ma khai thac nhu dad néu trén, cin ra
sodt va kiém tra lai 16 hong trén mdy chu, 16 hong trén website, kiém tra cic tai
khoan bi 16 lot c6 quyén thay doi md ngudn, nhim khic phuc 16 hong bi lgi
dung.

2. Doi voi quan tri mang: Trién khai cédc bién phap nham ngéin chin viéc
chay cac doan ma trai phép "Coinhive" trén cac mdy tinh nhu sau:

- Thuc hién gidm sat va boc g& xur ly trén cac may tinh trong mang co
xudt hién cac két ndi dén cac dia chi tén mién sau: afminer.com, coin-have.com,
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coinerra.com, coinhive.com, coinnebula.corn, crypto-loot.com, hashforcash.us,
jescoin.corn, ppoi.org, authedmine.com;

- S dung tudong lira dé ngan chin cac két noi ra cac dia chi sau:
afminer.com,coin-have.com, coinerra.corn, coinhive.com, coinnebula.com,
crypto-loot.com,hashforcash.us, jescoin.com, ppoi.org, authedmine.com;

- Ra quét, kiém tra hé théng dé tim ra va loai bo cac doan ma ¢ trong céc
phén mém mo rong "Add-on" cua trinh duyét web;

- Khuyén nghi nguoi dung cai dit céc tién ich mé rong: "No Coin
Chrome" hay "minerBlock" déi véi Chrome; cai dit "NoScripts" cho Firefox.

3. Huéng din ngudi dung kiém tra hiéu suét sir dung CPU ctia mdy tinh
bing céc mg dung nhu Windows Task Manager va Resource Monitor. Néu
may tinh c6 dédu hiéu cham chap va kiém tra théy hiéu suét str dung CPU cua cac
trinh duyét hodc tién ich mé roonngj cao thi cé thé may tinh d6 da bi nhiém
Coinhive. Cén thong bao gép cho Quan trj mang dé xir Iy

4. Thuong xuyén kiém tra va quét cic 15 hong ton tai trén hé thng dé
phat hién kip thoi sy xuét hién cta cdc doan ma doc hai. Trong trudong hgp phat
hién ra 16 hong, lap tirc trién khai bién phap khic phuc, cap nhat ban véa bd sung
va loai bo cac chuong trinh ddc hai da bi tin tac chén vao.

5. Sau khi thuc hién, dé nghi cdc don vi bdo céo tinh hinh 1y nhiém va
két qua xir Iy ( néu c6) vé Cuc Cong nghé thong tin dé phdi hop xur ly.

Xin trdn trong cam on!
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